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Monitored Assets

Monitored Interfaces
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� Enhance efficiency and service availability without 

impacting or interfering with the safety integrity levels 

(SIL) of the critical operational network%

� Communicate efficiently and safely within their network 

as well as with vendors using proprietary protocols 

without documentatio�

� Navigate a complex, multiple-network environment 

across the Operational Control Centers (OCC), station 

levels, and trains. 

Challenges Solution

Having completed an in-depth assessment of the rail 

operator's network framework and understanding the client’s 

immediate challenges, a strategic decision was made to begin 

with protecting the operator’s Supervisory Control and Data 

Acquisition (SCADA), Communication, and Signaling systems. 

Cervello Platform began monitoring and analyzing network 

traffic immediately after deployment, providing contextual 

insights on every security alert or warning. The implementation 

stage included utilizing our patented, passive and non-intrusive 

capturing mechanisms that instantly mirrored all traffic and 

sent all discoveries to Cervello Platform for further analysis. We 

were able to solve our clients main challenges in four steps:
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